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Abstract Pattern matching is one of the fundamental problems in computer science. It is the key
problem of many important scopes such as network information security, information retrieval and
filtration, computational biology, etc. A great number of security problems have arisen with the wide
application of pattern matching, especially in network information security systems, such as intrusion
detection and prevention systems, anti-virus systems, anti-spam systems, firewall, etc. A method of
algorithmic complexity attacks against WuManber which is a classical multi-patterrn algorithm, and
the optimal solution of creating the attacking data are presented in this article. Compared with random
data and the data from network, the attacking data can greatly reduce the searching speed of
WuManber. Experiments on random data sets show that the larger character set, the better attacking
performance. And experiments on the data from the network show that the attacking data can reduce
WuManber searching speed by more than 50%. It is found that if a small part of the pattern set is
known, the attack data can be created. Defensively speaking, it is important that the pattern set must
be kept secret. This article also provides some strategies of improving the security of network

information security systems. The attacking data can also be used in checking the system security.

Key words algorithmic complexity attacks; WuManber algorithm; pattern matching; security of

algorithm; intrusion detection
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Fig. 1 WuManber SHIFT table ande WuManber HASH

table for pattern set {aba, abba, bbb}. Character size is 2.
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Pseudo-code of SPEAR:
Input{n,b,6,SHIFT[ ],HASH[ ]};
Output{T=1t,t,1,}.

1) Add node v, kE[bsn],nEN,sE[1,
Loin— b1+ 1] to G;

2) Add edge e(vp s Vs, v ) RELbn—1],
r€EN,s€[1,lu — b+ 1] to G according to the
formula (1) and (2);

3) Calculate c(e(uvy, .., s Vpir1.2.¢)) according to
the formula (3);

4) Add starting node and ending node to G
with there edges;

5) Find the longest path L =1/, ==+ 1

+b

7= Lin

according to Dijkstra Algorithm;
Vasa€ XS, i=1,2, L —0.
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Fig. 2 The graph G according to SPEAR.
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Table 1 Comparison of Performance with Different Character

Sets and the Length of the Shortest Pattern
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0 s L min Time/s
32,10 0. 088
32,100 0.169
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256,10 6.286
4.2 WEBR

T PE A SPEAR 53k A= il iy X oy & 4k xk
WuManber 883 (1) X i 2R - 72 A0 8] 09 3R 55 T, 3
1143 513k WuManber 58 7 46 0 25 7 $5 40 #4 B Y SC
A (Worst Text) Fl ML A i Y SCAS (Random Text ) s

38 15 A6 0 3 B 19 72 4k (Speed Reduced) , 3 73 ¥ I 5
B 81 2 (D) k35 Speed Reduced.

WorstTextSpeed
RandomTextSpeed’

Wil AL 50 T 04 T A5 < B ML BB £ 455 B AL 1Y
15 2 B A A HCE A B ATL SCAS B B AR R A A K
ER RN SCAS T B A AR R Al S B B R
(7 (AT B2 T A9 3 1, 78 BT L TR S 56 25 2R AT LA
e SR YRR PR AR AL S8R rh, B0 B e
K H SPEAR BLERENLAEE X R A& LM 1s s IE &
B 5 FH B AL AR B B SCAS B

52 WuManber 579 VU Jig 38 3 (1) 32 22 R % 2
oor M L. TATTAT AN AT 3 ML, 7 n=1 024,
b=2 WL T 23 S B AE v r A1 L » BB 15 52 %)
Yo B g R 0. L gm 45 R &l 3~5.

ME 3 AT LLE B E o 1K, Speed Reduced
R, HE AR K. 24 6=>64 i}, Speed Reduced KT
80 %0 » Bl AR W i s 24 o B /NAF L G RUR R
K2 WuManber 57k A B HCGE & K 5474 0915
B s /N4 S I R A SR SR AR 22 5 i DA 1 9 280 £
Pt A 2 FEERR 0 R IE EE TR WK 4 Hhal DLE
L BEE r 19K, Speed Reduced A 98/ iy i #, (H iR
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Fig. 3 Comparison of attacking performance with different size of character set (Pattern set

size is 1000, the length of the shortest pattern is 10).
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Fig. 4 Comparison of attacking performance with different size of pattern set (Character set

size is 256, the length of the shortest pattern is 10).
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Fig. 5 Comparison of attacking performance with different length of the shortest pattern

(Character set size is 256, pattern set size is 1000).
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Table 2 Searching Speed Comparison between the Worst Text

and Real Network Data
F2 FERESHENRTGERR

MIT Worst Text Speed
Pattern Set
Speed/MBps Speed/MBps Reduced/ %
Snort 74.702 23.414 68. 66
ClamAntiVirus 50. 605 22.241 56.05

4.3 MR EHERRBERSH

3G WuManber B35 A0 R, K H MR =
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5% 2. BE A T AT A B OR B0 RO Ok
4, Bt 3 i WuManber 55325 VE JC 3 B2 T B A5
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518 3. Bt A AR LR 1 1 O, Bk RICR Ok
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B Bk RCR 23 T v

5 HEEZFEWHHIER

5.1 BHIE#ER BEEEMMR
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(A . - B 1k H it

B — PRSI AR S L v
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— R ECH T L A Y Tl B S e e TR
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AE N i 2R 3 R T 4E (worst pattern subset, WPS), i
RIXA T4 5 VE IS 0E M 0 A 4R 5 A 6. XF T
WuManber 8k . 483X 4> 1 5 I AR — 1F N XY
FAF Al SPEAR 5095 7 A — A Mok SCA B e
it Y e SCAS B4 A7 43 i D G A A b, 2 SHIFT
{60 0 W ARIC BT A 75 286 E A B A L B AT LLARAS
IZBE R AR G i R 2R T AR

3 LR T AER A H AU R B B0 . R 22
B T RN AR DL 7T LU H 4 22 4 5 e
THEm /N TREANE B ES. WPS 7718 ] LLE
M WuManber 535 BSF O TER 2 5
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