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Abstract Trusted computing ensures trustworthiness of a platform through extending the trust
boundary from the root to the whole platform. Trusted measurement is invoked before the trust
boundary is extended from one entity to including another. Static measurement, which takes place at
startup, cannot ensure runtime trustworthiness, and therefore dynamic trusted measurement is
indispensable to guarantee a computer platform to run dependably. According to dependability,
availability and security of information and behavior, targets of trusted measurement are established.
In present schemes of dynamic trusted measurement, the measurement of functionality is focused on,
whereas dependability cannot be guaranteed without the measurement of performance. Based on
interactive Markov chains (IMC), the measurement of performance feature besides function feature is
introduced. In the expected behavior description, the function expectation is described through a
model of transition system and the performance expectation is described through relating path
probability indicating dependability to the time expectation in which a certain specific behavior
function is achieved. By comparing the runtime evidence of a platform with a specific expectation,
trusted verification on a combination of functionality and performance is achieved. The trusted
dynamic measurement model based on IMC ensures dependability in the feature of performance besides

function and guarantees trustworthiness of a platform across the board.

Key words trusted computing; trusted dynamic measurement; interactive Markov chains;

functionality measurement; performance measurement
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Fig. 1

IMC graph.
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get_postst(a) : FFRECIMC BRI 3h1E o B9 )5 4k
Y REEAE extend (o) i FRINE 2 Fiw .

s=get_prest(a);

t=get_postst(a) ;

node= get_node(a) ;

del_a(s,t);

create_s(u) ;

if(node behavior is delayed) then
create_s(v) ;
create_d(s,vs)) sereate_a(vsusa);

else create_a(s,usa);

if(node is an atom behavior) then
combine u with ¢;

else for(every child ¢_node; of node) :

create_a(ustsa;) ;rel(c_node;sa;) sextend(a;) ;

Fig. 2 Flow of extend (a).
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create_s(s) ;
create_s(1) ;
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rel(root_node,a) ;

extend(a) ;

Fig. 3 Construction of IMC model from behavior

measurement information base.
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BEA AR IR 553 2K 338 19 48 2053 A 18R
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R ET RIS E K D R 3 S A A
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Fig. 4 IMC model of the instance.
B4 Sehl ) IMC R

2) ¥ IMC BRI 1T o B A B

P E LT IMC B (47 o B {7 B ) %
TAERXT IMC BRI S AT L ARid. % R G AE AT
HEVE bR N S RS HE AT 97 A AT RE A R — B
TS BsF A1) o B 50509 B 1R] B P AT AR R P A5 3 B Y
JIR 55 e 1, T AN e 28 A A WO R T IMC (94T B 4t
Z B3 BMIB= Gime, L) s Hih ime h 1) fir @
B BRIC R L(S,) = (truem, Uy, true, 0. 1,>>).
N Prob(S, ,true@bﬁ}‘};‘}true):O. 1, MRIEEH 1,38
AR5 7 BEAE VC6. 0 R 3 3 B(E J7 v K A IR 43
X & h=0.01,f5%] t.=9. 93 min.

3) 3B AT B IEH R B

TERME A & L3RBT 2 4E 17 iEdE Ch
Ttk 28 ,a(val) Fn t(a) =val, AN min,a €
Act R AT Ry AR FZ A6, LLUR 3R g 5

DA =z va *2 *a 2 *as;
Hra,=G0.9),a, =G(2)a; =G(3.2) , % Vi €
N, ,z,€Z,H 2(0.9),2,(2) ,2, (3. 2).

@ A, =21 o b by s 2y o by o b * 2 e b s b e
PR/ A R NI AR N SR A S
Dy v zh * bys * by o 2o v bir * by o 25y 2 by @ by o
o by 2 by v s e by 2 by v 2hy e bys o by

Hp,0,=G(1.1),b,=D(1.1),6, =E(1.9),
by =R(1.9),b:=G(2) ,by=D(2) ,b, =G(3.2) by =
D(3.2),b,=FE(3.3) by, =R(3.3),b,, =E(3.35),
b, =R (3.35), b, =G(4.4), by, =D (4. 4) ., b); =
G(5.7) by =D(5.7) by, =E(5.8) ,bis =R(5.8),
by =FE(5.88) by =R(5.88) by =G (6.9),b,, =
D(6.9) 3by; =G(7.7) by, =D(7.7)  bys =G(8.2),
by=D(8.2), X Vie N,z € Z, H =/ (1. 1),
25(1.9), 25 (2), 2, (3.2), 25 (3.3), 2 (3.35),
2 (4.4) 25 (5.7), 25 (5.8), 27, (5.88), 21, (6.9),
2, (7.7) 215 (8. 2).

4) AE PSR

@ TIREFEAEFE b 55 E
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Z? Zb
ey H =1 =1 = (GLO) R EE

BAE ime W RIFAE o) =S, ~1 S~ ~" Sy 1 JE
~=~t = =G HEXL S W 1), TW (A,
BMIB) =F. &l A, K D) e g ik my J5t N 7E T &
T IR B 3 S B IR 45 R S R Ay Rt
EREE

L

XFF sz/ﬁ\:%&tﬂﬁg IMC %ﬁi oy — 1o — >

Ly L3
—7>"'_>r39 y-,H;EPer-ZGI:{29375769899711,127

14,15,17,18,20,21,23,24,26,27,29,30, 32,33,
35,36.38,39} .1, NENEFEHR , 1F ime A 1E o) =
Sy ~'Sy ~Fee ~" Sy M RXT Vi€, ~"=1.a, A
XFVIE(1,2,-+,39 0\, (Spimny » ~"2Su) € =L 1 5E
X5 DA, 5 YR
@ PERERFE T8 b g6 UE
XA, e IMC Bg&Ed, X Vie {1,
2,000,390\, 1, IR AT REERS Ol 1 A e L 2 4K
PR PERERFAE, IR 1 X BRERE. B T o=
30
p(eo)  fH i} L t=8. 2min<lr., & X5 2). 6
Pyt
TW(A,,BMIB) =F. )\ %6 1 5 &5 1 4 IR 55 W} 2 af
DI 2B A, K08 M RE 90k iy e X2 i T
ST L RAT 55 IR 55 B E i 2 R A T 0. 2 min 1Y
T L 3 B T A IMC B4R A R .
Table 1 User Request and System Service Response

x1 APBRSBERMRAZERSREBER

Time of Service  Time of Task Service  Number of Covered
Request/min  Assignment/min Delay/min Service Node States
1.1 1.1 0.8 1 S;—So
2 2 1.3 1 S;
3.2 3.2 0.15 2 Se—S;—So
4.4 4.4 1.4 1 S
5.7 5.7 0.18 2 Ss—5S3;—So
6.9 6.9 1.4 1 Ss
7.7 7.7 0.53 2 Sé
8.2 8.2 0.2 3 Se
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