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Abstract  The problem of illegal Web resources, especially pornography sites, poses a major
challenge for Web-related applications. Due to the significant differences in page content, site
structure and visitors, user behavior patterns on pornography Web sites and ordinary Web sites can be
separated from each other. With the help of a popular commercial search engine in China, large scale
user behavior data is collected and it is found that when users surf in porn sites, their behaviors are
significantly different from that when they are visiting ordinary Web sites. These differences in user
behavior patterns can help us separate porn sites from other ones. A number of behavior features are
proposed and combined with machine learning algorithms to develop a porn site identification method.

Experimental results show effectiveness of the proposed method.
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Fig. 1 VP, (p) distribution of porn sites and non-

porn sites.
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Fig. 2 VP,.;(p) distribution of porn sites and non-porn
sites.
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Fig. 3 SEIOV(p) distribution of porn sites and non-

porn sites.
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Fig. 4 SWC(p) distribution of porn sites and non-porn
sites.
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Table 1 Some String Sequence May Be Used to Distinguish the

Name of Porn Sites
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Fig. 5 Flowchart of identifying porn sites.

FLS o ol R ) gl 72 R

4 TRERSITR

FATR A T M 2009-11-01 &F 2009-11-30 X —
A~ I R VR D A A 50 A 18 A0 DR 12 R A0 DR 4

PR I3 — S I 1 R 45 5 1R) H AL i o0 H e &

TR P Uil TP B g8 2 A1 IDLH Y
URL A URL ix 5 &Ry o2 il A R 71 % H
X ERATR NI R 5 R At X — AW
R H S R IR TR 7R R 5%
L™ A B BT D o AL T AT 0 L RS TR R AT 0 45

i I S AT K B X A A R R R
1262.9 J7 849 W 3t 175 [m) 3 5% o {EL A T ) B B8 34 300 19
Wl H A K2 11,6 J7 4. FATTHE S5 T A IR A3
46 1) 8 I 300 11 09 5 ik B

FEATIA Vs Ia) i 3 300 f 1 3 vp il IBOR 29
10 0 114 P 3 HEAT A 1 BBOH: T 42 38 1 w7 1) 1 9 €
TR 3331 A [ o i 0 7 A Al 3 1] 64 4
o sl A AT FE /N IR I A T — 30 2 A
15 ol CRE AT @1 Rk 2399 4
Table 2 The Proportion of Porn Sites and Non-Porn Sites in

Sample
x2 HEXPEENIRGSIEEEMIRE LG

Web Site Type Site Number Percentage/ %
Pornography Site 2399 41. 87
Ordinary Site 3331 58.13
Total 5730 100
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Table 3 Naive Bayes Classifier Classification Results
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Classified Instances Amount Percentage/ %

Correctly Classified 5592 97.59

Wrongly Classified 138 2.41
Total 5730 100
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