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Steganalysis of Color Images Based on Noise Model and Channels Integration
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Abstract Steganalysis of color images weaken or ignore the correlation among different color channels
by only using single signal channel. The noise model of stego color images is analyzed, and a general
steganalysis algorithm based on noise model and color channels integration is proposed. Firstly, the
wavelet decomposition of the image is made, and a filtering operation is applied to obtain the wavelet
subbands of noise image. Secondly, noise gradient orientation sequences between any two noise
channels and noise gradient sum sequence are extracted from the noise wavelet subbands. Thirdly,
color gradient orientation sequences between any two channels and color gradient sum sequence are
extracted from the color image. Finally, the Hilbert-Huang transform based vibration features of
these sequences are integrated as eigenvectors, and SVM is used to detect images. The experimental
results show that the proposed technique realizes the reliable steganalysis of color images with higher
correct rate and lower false positive rate, compared with traditional color image steganalysis

algorithms,
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Fig. 1 Original image pepper.
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(b) Vertical subband (c) Diagonal subband

Fig. 2 First level wavelet subbands noise image of the original image.
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Fig. 3 Stego image pepper. Fig. 4 First level wavelet subbands noise image of the stego image.
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Fig. 5 The first IMF of color sequences of the original
image.
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(b) The first IMF of color gradient orientation sequence
of R-G channel

Fig. 6 The first IMF of color sequences of the stego

image.
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(a) The first IMF of color gradient sum sequence
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(b) The first IMF of color gradient orientation sequence
of R-G channel
Fig. 7 The first IMF of first level horizontal wavelet

subband noise sequence of the original image.
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(b) The first IMF of color gradient orientation sequence
of R-G channel

Fig. 8 The first IMF of first level horizontal wavelet

subband noise sequence of the stego image.
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5 XWERSHWH
5.1 SLIEMHKEFER

R T U8 UE AR SOk M RE L 256 R 8 A R A
%K A F UCID EIZRJEN L K& — 26 f5 of 9 1% 3k
2000 g, Ho 73 38 (BMP #% 20 % @ &% 1000 i
DCT 3k (JPG #% =) % @ E{Z 1000 5, E & R4
F5 RN M AR R SR, SCR A, T BMP A%

AR OB — 5T 256 X256, T A1 JPG #% X%
R 25 5T I T 80 00 i JBUaE K F FR 4y 256 X
256 K/,

SEHG R A SCHRL9 1A SCHRL 12 )5 A SO 12 kAT
THEREXT LSRN 1A 2 poR. Hop SCiik[9 13
BB O EG ALy YUV 25 6] )5 AE 5 BE @ JEE o)
e B EATRI L AGE T 49 AR JERRAR 1) 5 SCHK[ 12 ]
FETE D BITER G FR 1 RGB Jd 18 42 R 40 BERFE
HRE FEAEAH S5 REAE A 35 T 150 404 43 JEREAE ] &2

Table 1 Steganalysis Results of BMP Color Images
F1 BMPEAFBEGHKENLE %
Method Ref[ 9] Ref[12] Our Method
(Embedding Rate/bpp) TP FP AR TP FP AR TP FP AR
SLSB(0. 05) 63.8 33.5 65.2 70.6 30.7 70.0 78.3 25.5 76. 4
SLSB (0. 1) 74. 4 25.7 74.4 79.4 22.1 78.7 83.4 19.3 82.1
SLSB (0. 2) 79.7 18.1 80. 8 84.8 15.2 84. 8 87.3 12.5 87.4
SLSB (0. 4) 86.3 14.2 86.1 88.3 11.5 88.4 89.9 8.2 90. 9
SM (0. 05) 68.7 34. 4 67.2 71.4 29.1 71.2 75.5 27.4 74.1
SM (0. 1) 74. 4 27.5 73.5 80.9 23.9 78.5 80. 4 22.7 78.9
SM (0. 2) 82.3 17.5 82.4 84.2 16.8 83.7 83.9 14.1 84.9
SM (0. 4) 85.9 12.8 86. 6 88.1 12.2 88.2 88.7 10. 6 89.1
Average 76.9 23.0 77.0 81.0 20.2 80. 4 83.4 17.5 82.9
Table 2 Steganalysis Results of JPG Color Images
F 2 JPG t&X ¥ B EGA KN L %
Embedding Ref[ 9] Ref[12] Our Method
Method
Rate TP FP AR TP FP AR TP FP AR
10X 10 64.1 36.9 63.6 66.7 31.5 67.6 66.2 26.6 69.8
20X 20 70.4 32.2 69.1 73.2 29.6 71.8 75.4 20.8 77.3
Iatee 40X 40 80. 1 23.4 78.4 80. 4 24.8 77.8 84.6 18.1 83.3
80X 80 84.8 12.4 86.2 88.1 14.7 86.7 88.9 9.6 89.7
10X10 63.5 32.1 65.7 64.2 28.8 67.7 71.2 24.6 73.3
20X 20 73.1 26.5 73.3 71.2 21.6 74.8 78.7 16.1 81.3
0 40X 40 82.4 19.2 81.6 80. 9 14.7 83.1 82. 13.6 84. 3
80 X80 84.9 12.3 86.3 85.7 10. 1 87.8 87.1 8.3 89.4
10X 10 60. 4 34.0 63.2 62.7 35.3 63.7 69.1 29.5 69. 8
20X 20 76.5 27.1 74.7 75.4 27.0 74.2 76.7 24.3 76.2
OutGuess0. 2
40X 40 79.7 15.3 82.2 81.1 16.7 82.2 82.5 13.7 84.4
80X 80 U U 6] U U U U U U
1010 61.3 32.9 64.2 63.9 31.2 66. 4 64.2 27.6 68. 3
20X20 70.9 25.5 72.7 71.6 26. 8 72.4 76.5 20.1 78.2
StegHide
40X40 80. 1 18.7 80.7 82.8 19.8 81.5 82.3 18.1 82.1
80X 80 86.5 10. 3 88.1 87.3 11.7 87.8 88.9 8.9 90. 0
10X 10 58.3 39.5 59.4 62.1 34.1 64. 0 62.2 30.7 65.8
20X 20 64. 1 30.7 66.7 68. 8 29.4 69.7 69.5 23.9 72.8
VBt 40X 40 71.4 23.2 74.1 75.5 24.5 75.5 75.4 21.3 77.1
80X 80 82.3 13.7 84.3 81.9 13.1 84. 4 83.3 12.3 85.5
Average 69.7 23.3 73.2 71.2 22.3 74.5 73.2 18.4 77.4
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Table 3 Steganalysis Results of JPG Color Images

£3 IPGRAXEBEGHRNER

Embedding Our Method/ %
Method
Rate TP FP AR
10X10 60. 3 44.1 58.1
20X 20 66.9 35.6 65.7
F5
40X 40 75.2 23.1 76.1
80 X80 80. 1 14.2 82.9
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Table 4 Comparison of Steganalysis Time

x4 WA E b

Method Eigenvector Average Time/s

Ref [9] 49 6. 846

Ref [12] 150 13. 587
Our Method 40 9.683
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