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Abstract Opportunistic networks (OppNets) are one of the evolutionary mobile ad hoc networks
whose communication links often suffer from disruption, while their totally different networking
paradigm attracts extensive attentions from both researchers and developers. The message in OppNets
is transferred only on the occasional encountering of pair-wise mobile wireless nodes, and the routing

&

paradigm is referred to as “store-carry-and-forward” transmission characteristics to implement
network communication. In such networks, continuous end-to-end connectivity may not be possible.
Due to unique features of high mobility of nodes, frequent link variation and long communication
delays, many opportunistic forwarding protocols present major security issues, the design of OppNets
faces serious challenges such as how to effectively protect data confidentiality and integrity and how to
ensure routing security, privacy and node authentication and incentive cooperation. In other words,
systematic research on OppNets is still open and far from a widely-used practical system. In this
paper, it first systematically describes the security threats and requirements in OppNets; then
elaborates the popular research problems including secure routing, privacy protection, node
authentication and incentive cooperation mechanisms in opportunistic networks; and then various
security and trust schemes are comprehensively analyzed and compared. Finally it concludes and gives

the future research directions.
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Fig. 1 The security architecture of opportunistic networks.
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Table 1 Computational Overhead Comparison of IBC and TC Based Confidential Message Transmission
®1 ETFIBCH TCHIEHBERITEFHER
Type IBC Based Cryptography TC Based Cryptography
r IBC key generation sm  private key decryptions
Server
r symmetric encryptions smd symmetric encryptions
md 1BC encryptions m  public key encryptions
Sender
m  symmetric encryptions m  symmetric encryptions
e IBC decryptions
Receiver ete symmetric decryptions
1+e symmetric decryptions
2.2.2 [RRLRY ZH S Z U M AE P 408 B rh — AT

BL2 I 28 v i) B AL PR 9 B 22 1l 5 4% 5 1) N FH 3
SCBANAL A — e AT DL 43 o T A R SCRY BRRA
PR 35 T B0 P 25 1 e RA B b 3 5 0 a4 56
R,

Xof S AL 1 T 4% 0 IR ML 2 I 2%, ) £6% b ik 2
PRV R X VR SR B R R 2 A A AL 4 3 B
I TR SO 25 1 A% 36 15 X BT ARG, H 4y bk
EATTIE R AT USR5 BRSO 8 R
SCUCHNERES | M B A B AR ik M e X, TS
— R E . T BRSO TR A
(18 T o 2 iz 2 5 AL 0 8% 1) e A 4 i) Ay ok
P af . PR R SCHT N 2 T 2 B AR B L 7 AR AL
B AL e ) Y A AT T B o U Il 4R S R T
o PR 4 ok S B 2 4 A RGE AL R R A
$HE% FH R e ) A7 A 1 e 5 ) R B 4 Y O
T LA g e DR O X AL 2 I 4 v R R 3 A ) e R
% 5 BT B RA R B it Ry 2.

FERET FF SCH R R B B A SOR TR
T EAE T B RUHIE B A B R
P FH AN LT SO E T RG220
B R AR Y AT AE 0 45 28 FF b % 2% . Shikfa
SR T LA R4 3 T 1R SORME Y K N B
AR R T RET B A, HE
1 s T SO IR H B S B AR X RD
SR A Y SR EREMNM E T XS AP
Y R SCfE B HEAT B 3l B R e (] A R
% BAT DL H A A5 A DG E A Ja A i AS 2 230 H A
WA JE AR B AR IE B A 85 A BRA. Al A T
— P OCHE T R WA B N 2% (PEKS) i2 H 2141
23 & i ] 5 s AT DR VE FE Y B R SCL RIS R
T ML 2 R 4558 A 0 9 A I W OR L 7 B
PEKS ) #: BB 28 i AT & ok, FH— Al {5 58 = J Bt
FREM LRSS FA R R S5 EN ETF
SCA EAE B PTE AR = 0 RO AT I W 45

BYORAS 3O I 5 L4 N 45 0 HE S AR PR A A A T
HAvrdmay st B e iS5  Be 8m LN czm
i DT JC AR B2 SR I B R T B A WA DR T R B Y
W5k T A R T 3 T R SCHE R B SR B AL R
] 7.

TEHET WA ER T, Rk 5Bz
[ FEAE— T8 R DG & ) S 6 R 3R
ST AE BRI R AT 1 24 B Al 2 L aX S R B
J& T BRALME B B A v () a5 ST e 2 0 TR st
PRAIE X 6 (5 B A L% M 2 % 56 H A, Shikfa % A
WHE T 3T AR LB FA R I 2 53T
“ RS R OR R Z AR TR 24 AR I T
N2 5 R 1 AR S IR Y L T S AR AR A Y. T LG
AT )Y A RE A 8 N 1 2R B ST I
2 IFAE I i 3R v SEIX I A B 22 A A ). ]
SLHIFEAE T —F I T 22 BN % (MLCE) 1) fi#
P iy Rl 2 H N R A TN R
4 % R DA —Fh a3 A =X 7 2R RO AR A T RO 1Y
B RA. L A1 A5 il 20 v 380) i 119 322 2 (L2 ity 39 s 1) AL
%5 AT BE A% 38 2 A Hb 1) %5 0 D i D AR B PR IE.

A 7 o 3 15 455 SR R X L 2 4% 1 19
TR E AR T R S RE
oA 2 B AL R P O L SR L BL A 45 1 i
H1 AT AR AL 28 0 465 15 B AT 1 B3 0 A
FEAE W LA B AN 3 DL AR 25 5 i 2 57 W
RO BRI R0 H P R RAE T
Parris 88 NTE /AT T 56 4438 W 45 1 el B R0 8 1ol 119
Snh b 7R T B A 6 R 2 T R R B BORT B
S 3% 35 T A B & 1 7 1 R 15 B A 52 0 2% % el B L G
SE G H A s O A R BT R I R
(1) T A I o (o A 36 91 3 0 AR B S i AR A 3
17T 38 2o A0 I A 9] 3 (45 6 Wy 3 B A AR T 8 Rt
ARME T2 1 5 58 B S 1 N2 AN OR 4P T P 4k 3
&R R,



FOBAE AL G A 5 5 BRI T i R

283

AR T P A O 20, — iR G T i 3 I 45
f SSNR., & % & %t 45 4% RIFE & 2% 19 7 8 ek s He
FCHN 2% B i s I 59 0 B U /Y 51 R A —
FREE D ATY AR 36 B0 S 10 I A 3 36, A 2 T D4R 4t
#1532 2% %, AELATART BB 2 0 3 3 A T a5 A0 e Tk
0 e — R T AR A S R A B B
TP AT Al & 3% pesE (an 50 %, B3 50 %6 (75
STE R 50 %0 A ). M AR PEAG R A R TR B
S BAR T BV BR T 4000 95 A5 I 4%
A BREPRAF I F- 90 26 11 Jl Ty deh 3% 6. 55 Ab — i 2 54
#1532 W2 % 1 OSNR, B R H T Bloom g I #5% i 1
R A 25 Bloom g I 45 & — B HE 32 45 4 45 4

AT LL DA — 2 B ME 258 A 1) 48 G Bl D SR 25 2R R £ D)
ANTTRE B B ARE 5 5 T 4 S Ry L R A R 5 B
AN AT [N

SR - Bloom JiE U % 1T LA Ay Al A 81 36 1 R
Al 3 Hash &%, 88 Bty & 475 AT LA 2o 2% 0 0% i
XF Bloom J€ % #% #4735 (o] T R2 437 o (H H 6 25155 R
5 R A AR IRAE L I 5 B SRR 8 4 ok i i
Bloom I i #% i VG FiL 1% &, 31X JoBe 45 Mo & 38 m 1
LR 8 A S i e A A i A K 2 T X A L
il AT LA B% £h P R JC B S R AR A 1 0 T 2 = P
FaAh R vk e, AR LT BRI TR I
BN 2 B
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Fig. 2 Trust management architecture.
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Table 3 Comparison of Different Trust Models and Protocol Resolution Schemes

R3 FREEEESHUBRARLER

Protocol Type CONFIDANT

CORE

Encounter Ticket

RADON

Core idea Detection, alarm, response

. Anti-malicious attack and anti-
Anti-attack type .
selfish attack

Overhead Low
Network scenario Mobile Ad Hoc networks
Lack of explicit reputation combining

Disadvantages i K
and aggregation algorithm

Watchdog and reputation
table updating

Anti-selfish attack

Medium
Mobile Ad Hoc networks

Unable to thwart DoS
attack

Encounter Ticket (ET)

Anti-blackhole attack
and anti-spoofing attack
Low

Opportunistic networks
Unable to thwart

multiple tailgating attack

Positive Feedback Message
(PFM)

Anti-blackhole attack and

anti-spoofing attack
Medium

Opportunistic networks

Large network overhead
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Table 4 Comparison of Different Cooperation and Incentive Resolution Schemes
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Incentive Mechanism
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Virtual Currency Based

Incentive Mechanism Incentive Mechanism

Typical Protocol RADON

Promoting cooperation and punishing
Core mechanism selfishness by using reputation based

trust mechanism

Pair-wise TFT
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credit-based incentive system
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selfish actions
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Anti-blackhole attack and anti-spoofing
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reach stability after perturbation
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Requiring offline trusted third
party (TTP)

Unsuitable for asymmetric transactions
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