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Abstract Mobile payment is an important and core application of information safety technology in
mobile Internet,and the mobile terminal authentication is the important issue needing to be solved first
in mobile payment. In order to meet the special requirement of mobile payment, such as mobile
terminal resource constraints from portable needs and mobile terminal update acceleration from more
and more rich personalized needs, the steps of terminal authentication need to be as simple as
possible, the dependence on equipment needs to be as little as possible, and the customer’s operation
experience also need the authentication to be as simple as possible. So there should be a simplified and
independent of equipment’s terminal authentication. Therefore, a mobile payment model with
simplified terminal authentication is introduced. The model is designed based on the “pre-trust”
hierarchical certification model and the payment system framework with a character of “public-service-
domain”. To achieve the purpose of controlled system safety and simplified terminal authentication, a
credit transfer chain starting from merchants is built, as well as an account addressing and
management mechanism are designed. Meanwhile, related research review, system framework,
authentication model and corresponding payment protocol are given. Furthermore, the security of the

protocol is analyzed.

Key words mobile terminal authentication; public service domain; payment model; mobile payment

protocol; payment security
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Fig. 1 Entities of mobile payment system.
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Fig. 3 Authentication chain of MPSTA.
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Table 1 Authentication Factors Comparison in Credit Card Payments and Mobile Payment
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Fig. 7 Information flow of protocol.
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Table 2 Terminal Authentication Model Comparison in Some Mobile Payment System (Single Transaction)

®2 ZHANEEA LR (BAXABUAXIARE, BRXH)

. . Terminal . Terminal L Application
Terminal Terminal Terminal o . Authentication .
L to Be Authentication Cryptography  and Others Case and
Model Auth  Authentication to Be . i between
. . Certified o Methods Scheme Interaction Related
Times Object K Certified by X Other Nodes K
Times Times Literature
merchant, merchant, certificate, bidirectional,
SET 2 2 . PKI 4 [14,30]
gateway gateway signature cross
3-D 2 mérchant, 5 melrchant, signature, PKI 6 bidirectional, (157
Secure issuer issuer password cross
bidirectional,
banks or certificate, merchant to
SEMOPS 2 banks or MNO 2 . PKI 5 [1.,4,11]
MNO signature, PIN customer by
MNO
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FINEID 2 2 . PKI 5 bidirectional [1.16]
banks banks signature, PIN
SET merchant, merchant, certificate, - .
3 2~3 i PKI 4~6 bidirectional [3,14,30-31]
Improved TTP,agent TTP,agent signature
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Continued
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L to Be Authentication Cryptography  and Others Case and
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N fE% = TPP 5 PDS #y A i 5 H— i 17 5
TPP W EAUAT B A5 8 A1 TPP 26 1T Bk 3.
Table 3 Risk Prevention Measures of MPSTA
F 3 MPSTA B 3 KUEE B 3E

Risk Category Risk Point Prevention Measures

1 terminal A

1 merchant B;D; A

1 other nodes E

2 terminal C;D;F

2 merchant B;D;F

2 other nodes E

3 terminal, merchant,other nodes G;H
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