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Abstract Network intrusion-detection systems (NIDSs) are considered an effective second line of
defense against network-based attacks directed to computer systems. Because of the increasing
severity and likelihood of such attacks, the NIDSs are employed in almost all large-scale IT
infrastructures. The Achille’s heel of NIDSs lies in the large number of false positives. However,
today’s NIDSs often try to detect not only intrusions, but also successful intrusion attempts. This is
because it can be difficult for an NIDS to determine the result of an intrusion attempt. A popular
approach of verifying intrusion attempt results is to let an IDS be aware of the environment and
configuration of the systems under attack. Based on the above idea, in order to eliminate the negative
influence on IDS stability caused by non-relevant alerts, a network intrusion detection model is
designed based on context verification. With the combination of environment context, weakness
context, feedback context and anomaly context, our model constructs an effective, stable, integrated,
and extendable non-relevant alerts processing platform which focuses on context verification and
integrates multiple security techniques. It achieves the automatic validation of alarming and automatic
judgments of their effectiveness to eliminate the non-relevant alerts, and thus it establishes the

reliable foundation for alerts association.
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Fig. 1 Time line of vulnerability,exploit, patch,and signature.
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Fig. 2 CVNIDM state machine model.
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Fig. 3 Structure model of CVNIDM.
3 CVNIDM i R o2 b e

M 30 3 7 A AN 6] bR SCHR iR R AL . E
By AR NIRRT Z RS NS BT
¥ WE ( multi-attribute mapped static conetxt
verify, MMCV) (5T 55 g SCHR A F23h bR SCH ik
( vulnerability correlation based active

verify, VCCV) |3 F 3 i 5t 09 # 3h _bF SCHRIE

conetxt

(attack feedback based passitive conetxt verify,
AFCV) LA K 4T Chi-square £ % (19 5 % 5 308
JIE (chi-square abnormality conetxt verify, CACV).
t, B3R [BIE N A R L, CYNIDM AR 5 ¢, 3R (7] {F 1Y
WIS FAE R M T T A B 4 b IE e
BomeAvH.



502

HENMR S & B 2013, 50(3)

AR, CVNIDM i f # ik SAE H R T R &Y
H bR 2 G087 SR, A F2 4100 55 5501 B0 W 45 19 46 $h
5 RN RGAREE . W T E A0 KB 2 R 58, K
i LA T SRR I A BT B B TR 3 L O 3 R
LD 28 Z2 58 A AR K (1) 75 2K s CVNIDM 7 £:5:43 A 2 B
PR T 3. AR R I 2% AR e ¥ & CVNIDM 1
o, peAh 4 B TR SC R oR BCR A A R,
AR YE CVNIDM (1 2k A i e BN SCHIE pR R
(4G T 2K SR 4336 SR et AT HR 4 A 3 R4S
501 EFsBHMHGANESLETXRIE

145 TDS FF A 5 4 g A W 5 A5 1 3 40 55 A5 S
B L 55 1o FE A 100 4 EL AR A A, G S A T g g =
BT RRAE A 1 52 £ P A0 DR IR SC o A e AT L
ARG 75 2 ) O W I A R X T L RE AR R
H AR A7 55 2 B0URE 8 IR 55 PR 858 A Be A S50 2
dr SR ARAE 5 7 A R L a0 Wind5 E ) DOS 3
PR =05 W A gftpd W3 R ¥ 35 0F 5% Windows
IVARIE R Unix 0IE # 6 B F G 8 Tk
H s EHLANME e DS 75 3 i 9 2% {5 B 7= 26 1)
53, CVNIDM Rl & 545 £ R Al CVE 55 8 X 8
WA ) 266 110 2 4 R 0 T 508 1 A7 R A IR SR IR IR
R SO ES S R SOE B AR 2 8 R S (mul -
attribute mapping) , J 4K It X B A 45 ZAE & AT —
BRIl AN S

Z J& PE BT R AR T A R T R SC R ] R A
Fxt B 56 2 o 78 CVNIDM H, 530 Ff %sf Ji ¢ & LA i)
I Lok KA. Bl I8 1 g2 DB R SOfF B R i A
SR AR S Z S MR [B] True, 75 MR [ False.
4, 38 37 ExistHost (172. 16. 9. 158) Y5 T H %
I 2% S A AE7E TP bk 172, 16. 9. 158 X & &
;18 3@ VulnerableBufferOverflow (172, 16. 9.
158) Mg sE T FHL 172, 16. 9. 158 2 HAFAEZE h X
Ui 0 U 5 — 5 T AU ] — AT 1) R A BE A 5
B A B e S R SO R R L L, o Tl
N RS e ) bR SCER R AT I TR 5 Sy 1 )
(132 4 R A OB L IR A5 ANDLORNOT 4331
Fon 5.8 3k 3 M &AM F 2, 15 16 “ ExistService
(172. 16. 9. 158, 111) AND VulnerableSadmind
(172.16.9. 158) "N F R FHL 172, 16. 9. 158 7 111
Uiy 12 75 HF i Portmap Ik 45, 1M H. [F] B 5 A AH W 9
Sun Solaris #E/E & 4t Sadmind iR 45 it £ $ 47 A &
UERER

AT AR EE LR SO ES s R SO R R T
BURE NG 0252 — 0, 23 W MMCV iy Bk

LoaTI BN

BS 1. — Bk UE, IDS & 78 1 il 28 20 B ki
Z b A2 W WL LR B b 2 B S i e, R
I 25 5 BOAI R I 2% B i S B ik DS A3z AR 4
FHLABEECA TR, PRt B i S0 i A A I [E] 28 35T
(TTL)EEYLE T I SCRE T 2135 e & H Ax 4L
T B 2 R X — a3l A O A B ) B
ANF TTL A 0 8006 ) SC sl IDS = A 5% (B H
i FEHLENAS 23 U 31 3 2 4 S0, DL ok BB 5 4 B
B s DA A 3 i g H PR B, AR S 1% H 1.

SR Xt F CVNIDM S Bt , 1/ B ) 58 42 A ).
SR S AREZSBUE L B2 X (BN WA T e NP
¥ £R#5 CE B KCRE  TCEU)  , CVNIDM 23 5%
FHAE O 0 38 TRl A X5 8 5 B #E AT R SCER e, A
PEIEARFEAE L3 ) . 5, H AR =L 172, 16. 9. 158
5 CVNIDM 1y Bk ¥ A0 22 1, gk J2& 1, % F ML A
CVNIDM Z H A7 — 6l &, Rk L& &S
CVNIDM g 8k #50kH 22 5, 0 an 2R Yoo 35 1) H br £ 6L
KA HEFp I AR SCH) TTL S E N 5,
AR 3K SE R i SCAE B GE ML 172, 16. 9. 158 Z i
st 43 1 3% g% 5 5. AP, CVNIDM £ 1 28 72 42 M
i Y45 R % 5 37 ExistHost (172, 16. 9. 158)
HEAT B . 4 598 1)K [0 A False, it B 52 AR 477 )
KN IT IO TP itk , BN i R Ok,
K HEIH 17 EqualHops(172. 16. 9. 158) 3 H Wr v 5 %
5 TP Mk (R 2555 BN A a5 5 41 172,
16.9. 158 L Fz CVNIDM 2 [ iy ik 5l 2 75 AH 45 L 4
FZH 1R 1R False, U B1Z 2 % o &I 7 DL &
FE. Bk — R 58 i) R TR R i 2 P X
ExistHost(172. 16. 9. 158) AND EqualHops(172.
16.9.158) , LA iz HiE 0 R iA LMWL True,
I B A SR A R S AT 2 .

B2 mWIWNEERZEN TR EERS
VAT A B AR AT 6 18 B0 490 4 s B E R GE 28
RUAR— 5 H bR LI AR FELEAH N 55 05 5 & JF %
A B AT RN R 55 4

LI CodeRed # HUJ% 7 4 6, an 2R HH 44 7 1P
HihkRy 1720 16. 9. 158 MY3X &5 FALIFfilk & 1 AH W 19
HE(E B . CVNIDM 21 S X8 1 ExistHost(172.
16. 9. 158) $EATHIWT , 1 S8 iA)3R W1 {H R False., 136 B
B S 7 A O T A N o B o R T Rk
F s HE T AR 98 35 7] ExistServicelIS(172. 16. 9. 158)
FIW EHL R B BT A Microsoft 11S Ik 45 # & , 4
5 3A] 3 [9] True , W] AR $% 3 17] VulnerableIISExploit



F S % 4 B T BT SCHR IR A 190 2% AR ARG T 462 2

503

(172.16. 9. 158) F| W7 & & £77E TIS 28 vh X %5 1 U
. bR — R B3 T 4 AR AT 3R B an R 2 B
“ExistHost(172. 16. 9. 158) AND ExistServicellS
(172.16.9.158) AND VulnerablelISExploit (172.
16.9.158)”, H A4 iz & il in Rk X 45 R H
True , WA A S VR R AH OG5 45 43 e S A B GL

AR MMCV B e 2 751 516 WS048 4 W 428 ) 45 114 A
5 R SCAE B2 A I R T BT A b A A G B4
T Bl e 1) 4 2 U 22 5 LU TR i 22 L BD
AP A7 B b e 25 e A4S PR G TR B S SR ARG R S /D
RO B SR .l T 22 08 e R e S R B L T £
IR0 N = S| B il b Y (DA ST S 7
IHE B0 SR 3 A e 25 A Ak B O X o 7 0 4% A 5
SR AR b 0 T 2R 00 Z0UA B i S 2 i A
{HR 3 2 DLFE 98 R dit A 3 R I 5 U S A AN 1.
5.2 ETHAXBKMEDETIHIE

i 35 24 W TS L% 4 = A /b 4] CERT/CC
(1 GE T 00 26 B L 55 a5 B0 A AR T ka3, J&
445 1T CERT/CC 47 M 5 19 559 2 Blcdt  rpn]
PIE L8R E 2005 4F 12 H LR & 55 5 BB E ik
22716 /4~ Ah L ISS 28 Al Ay X-Force' ') % 4> % 52 /N
SR S K 2 4 S B TR A L AL b 42 Al
JH 5 Ay 2 3t {E R 5% 55 A 559 05 (43 50 Do'S | e 55 Y
kS B PE B TR 4 Web I L B 12 2 46 SC
72 [RPC, BIND, Linux 28 #f [X 3 A 1IS) , 3 48
TS HAT R Z T F A 80X FR & A Lk
10 Fpg5 &, e a] WL, CVNIDM th 4 55 &5 F T 358
] DUAE S 56 E o A o bE AT 04K

6 000

5000

4000 ]

3000

2000

1 000
1995 1997 1999 2001 2003 2005
Year

Number of Vulnerabilities

L T T T T T T 171
[ T T T T T T T°71
[ T T T T T 11
I I 1 I I I 1 I I 1 I 1 1

Fig. 4 Number of vulnerabilities reported by CERT/CC.
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name: WEDB-IIS register. asp access
pre-action ; uricontent;"[register. asp"
post-action : 200 OK

name; WEB-1IS [pcadmin/login. asp access
preaction ; uricontent:"/pcadmin/login. asp"
post-action : 200 OK

name; WEB-IIS [exchange/root. asp attempt
pre-action ; uricontent;"/exchange/root. asp? acs=anon"
post-action : 200 OK

name: WEB-IIS query. asp access
pre-action ; uricontent:"[issamples/query. asp"
post-action : 200 OK

Fig. 5 AFCV vulnerability signatures of WEB-IIS.
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Table 2 Attack Data 1
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Fig. 6 Chi-square value of IRC backdoor virus.
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