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Abstract In view of shortage of the existing fingerprint-based key hiding method, a new key hiding

scheme based on fingerprint is proposed, which fully uses the information of minutiae set and the
texture information around every minutia, depending on a new fingerprint model: minutiae texture
strings model. The scheme is called minutiae texture strings key hiding scheme. In this scheme,
minutiae set is extracted from fingerprint firstly, and Gabor filter is then used to the area around every
minutia to extract texture information. Minutiae set and texture information around every minutia
construct the minutiae texture strings model. Secret key generated by a symmetric encryption system
or distributed by PKI is divided into n shares by a (n, k) secret sharing algorithm, which are then
hidden by minutiae texture strings secretly. Query fingerprint can only recover the hidden key when at
least k£ shares of key are retrieved. Experiments are made on FVC2002 DB1 and DB2, in which one
fingerprint is used to hide key and another fingerprint is used to recover the key. Equal error rate
(EER) of the scheme is no more than 1% ~2. 2%, which is better than that of normal fuzzy vault.
Security analysis of the scheme shows that information of the key and the fingerprint model is

protected effectively, with security higher than that of normal fuzzy vault schemes.
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Fig. 2 Framework of secret generation from minutiae texture string.

2 AT SO R 2 B T 1

WA 1A 43 09 5 i o DN T oG i %85 1 1) 48 ¢
FP B MU0 5 s SO BB R M T, JF X A~ S 28
R HEAT R AL (A5 i S B2 B S 3 R R R
il H5 20 Y A ER DN A5 B Al Y s a0 B A R R
MBT. K5 08— Mm% E s EH — D5 31T
Y5 G A AT 3 oo P SRR B — S 40 A a0
A7 53 A S w4 B S B A & R DL S B B O %Y H
(). 0T R LA BRIy %) 5 B e AR T A0 S B A
FF MHT.

i, 78 MHT Jm A n. 41 2% % 55 (chaff
point i §t  JE BT B $idis 38 HT. 24 3 s o7t 1 &
BEBENL ™ A BN BT A B L O X R A BE L
U B AL R R A AU SR A £ FL B R Ry (R HL A A
br o  BEALA AL AR v, BEDL 2R Y ¢, BEHL Ty 1] 0., B AL
SUHLER B 2R3 U RE S DR T A AR T A SRR R OR

L EAREE G Bk R — A e S R —
AT AR 2 (6] AT L 7 ) AR T DU 2R R A
REAH [F]. 4 2R & B AR ] U 2 [A) 8 sl 07 o) A fE AH
L. 2% AN T RUKE $] KEY R AEW 020, 5 1
L M R BT L DR B 45 SO B AR RO 2l R T
FLSAN T S EH
2.2 BPMERE

WP L R NE 3 s, B P R T
WIS (8 BOREAR FP' L R GAEREA AR A0 5
R LR B 405 s ML SRS ANZR G IR X R ()
WENBUE R HT . fe MR HT' I AR b5 e 1 f 4 L
Xt AR E] A I VT AN Y R MT . ek, a2
TR T 5 SOMA] T SR B A 8 SOk A R —
A8 T B BRI B A (4 2% 2 50l D I 5 40
FHT HEBET MT™ J AL T % 8RB G 80

Matching Minutiae Set Table MT*

Help Table HT' — P Ch]ggsfi’g‘gms
\ 4 .
Texture {sizi=[1,",m]}
String
Decodin;
y ¢ Key Y R )
Recovering KEY
Minutiae Set MBT' L N
Extracting of
Minutiae Set 1

>

Minutiae Set M’

Texture String

Fig. 3 Framework of secret regeneration from minutiae texture string.
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Fig. 4 Geniue success rate and imposter success rate on

database DB1 and DB2 based on BCH coding dimension.
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Fig. 5 Geniue reject rate and imposter success rate on

database DB1 and DB2 based on BCH coding dimension.
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