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Abstract Recently, privacy preserving trajectory data publishing has become a hot topic in data
privacy preserving research fields. Most previous works on privacy preserving trajectory data
publishing adopt clustering techniques. However, clustering based algorithms for trajectory data
publishing only consider preserving the privacy of each single trajectory, ignoring the protection of the
characteristics of trajectory clustering groups. Therefore, the publishing trajectory data by clustering
are vulnerable to suffer re-clustering attacks, which is verified by theoretical analysis and simulated
experiments. In order to avoid re-clustering attacks, a (k, 8, A)-anonymity model and a clustering
hybrid based algorithm CH-TDP for privacy preserving trajectory data publishing are presented. The
key idea of CH-TDP is to firstly hybridize between clustering groups, which are generated by the (%,
d)-anonymity model and the related algorithms, and then adopt perturbation within each clustering
group. The aim of CH-TDP is to avoid suffering re-clustering attacks effectively while assuring the
data quality of the released trajectory data not less than a threshold A. CH-TDP and the traditional

algorithms are compared and experimental results show that CH-TDP is effective and feasible.
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Fig. 2 Privacy preserving trajectory data publishing.
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Fig. 3 Trajectory perturbation.
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Fig. 4 Trajectory generalization and feature release.
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Fig. 7 Model 1 of points perturbation.
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(b) Greedy clustering results under & = 3 000

Greedy clustering results with respect to OLDEN.
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(a) Greedy clustering results under § = 2 000
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Fig. 13

4000
o aw
—— NWA
¥ -+- CH-TCP
3000} -
§ 2000
1000
0 Bl SR P A
20 40 60 80

(b) Hierarchical clustering results under § =1 000

Hierarchical clustering results with respect to OLDEN,

13 XF OLDEN H¥a4Em A K ) LRI R



RUCNAE T R T A AL R AP U B KA

587

Yo AL A I AT W R S P AT R R AR B0 A% B T
raw Fn B 1) il 26 O D 4R B0 b AT R 28 EOR AL
PRI B3 25 %, CH-TDP %5 B iy th £ 2 H] CH-
TDP #4031 OLDEN J5 75 #E 17 = Wk B 24 fir 15 %
T (0 R AE B £5 8. T DL . CH-TDP 45 B (1 il
2 TR IR BT A B B . Bl R (BB, SR 2K
B . 3 F LT AR B T R g 1 CH-
TDP &3k W B 5 52 B X F R B el i HiE .
P14 FNE 15 pscs A 12 S 13 2l KR
i T OLDEN2 $(#54E. F AL g 45 R R Z ar 25l

2000
¥ e TAW
—— NWA
: -+- CH-TCP
1600
1200
§
<
800
400

=t

60

40
k

(a) Greedy clustering resultsunder § =800

80

num

AU T CH-TDP 835X T R R Bt i HLAH.

PR EX -y ENSE N 0=1000,
7=90% . WAE & Fl o ZBFLAY N BT HEAT S50 K.

16 A1 17 43 5 2& £ OLDEN #1 OLDEN2
LA AR 2% 28 L] o AT SE S, FT LA 2L 78 4
FENY o ZBALIE N, A [ CH-TDP #5 B 9 il £&
JUPAR 43T 0 K2k RN, S g 45 1 3R W) 1 CH-
TDP B35 T R HRHE 1A SR 3.

DL B S25 A LU R W] A8 3¢ CH-TDP 5 ik A
AL HEAE T R R Pk

2000
+ o TAW
’ —— NWA
2 -+- CH-TCP
1600} °
1200f
*
800
400
O"— — e — o
10 20 40 60 80
3

(b) Greedy clustering resultsunder § =1 000

Fig. 14 Greedy clustering results with respect to OLDEN2.
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(d) Experimental results under k=80

Fig. 16 Experimental results with respect to @ under OLDEN.
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(c) Experimental results under k=60
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(d) Experimental results under k=80

Fig. 17 Experimental results with respect to ¢ under OLDEN2.
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(c) Trajectory similarity under 6 =2 000

Fig. 18

PR YE A CH-TDP 83k 59 Wi 45 ih 2k 1 2 > S 80k
EAYNGOL R ERAR . T ARSI I —E R
YW T CH-TDP S5k i 7 A 808 5 A 28k

0 F T T *
e TAW
§ —— NWA
x 5| -+- CH-TCP
A
S
0
20 40 60 80
k
(b) Trajectory similarity under § =1 000
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(d) Trajectory similarity under & = 3 000

Trajectory similarity with respect to OLDEN.
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(c) Trajectory similarity under & =2 000

Fig. 19

2.5
2_0* .......... L EETET I, TP 1
§ L5
X ]
<
'9 1.0
0.5 —— NWA
=== CEH-TCP
0.0
20 40 60 80
k
(b) Trajectory similarity under § =1 000
2.5
2. 04 ceveeret -*-+ .......... +
§ -
s L5 + +
X
<
'9 1.0 e TAW
0.5 —— NWA
: -+- CH-TCP
0.0
20 40 60 80
k

(d) Trajectory similarity under § =3 000

Trajectory similarity with respect to OLDENZ2.
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(d) Query distortion rate Q; under & =3 000
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Fg. 21 Query distortion rate Q, with respect to OLDEN.
/21 3F OLDEN Hii 41 Q, &R



RUCNAE T R T A AL R AP U B KA

591

(] TR B e, o 2 1o 56 B0 2 de I T] [ By 1 L 22 A

20 A 21 43 51 K5 %7 OLDEN |8 Q, #
Q. A IR 2 R X TR H NWA 5k il CH-
TDP 5 k4B OLDEN J5 15 21 59 5088 . 43 i k471 2
BT Q F1 Q. &S, AT LA ) fRR NWA

0.4

ODR

0.2

10 20 40 60 80
k
(a) Query distortion rate Q, under § =800

-4 CH-TDP

10 20 40 60 80
k
(c¢) Query distortion rate Q; under § =2 000

A CH-TDP J& B ) P 2% 1 £ A 24 322 30T, DA 17 DA A% 36
RERMAE UL T CH-TDP & 1 1A 2% bk

Kl 22 AL 23 4300 R E X OLDEN2 F iy Q
Q. AR R, H 45 A OLDEN |19 Q
QA iR 25 I A5 KL Wik W] 7 CH-TDP

0.35

0.25

10 20 40 60 80

(b) Query distortion rate Q; under § =1 000

M*\*/Ab
0.25/
E

—— NWA
-4 CH-TDP

0. 20

10 20 40 60 80
k
(d) Query distortion rate O under 6 =3 000

Fig. 22 Query distortion rate Q, with respect to OLDEN2.
Kl 22 X+ OLDEN2 B#li 41 Q & ifjiR%E R

ODR

0.2

10 20 40 60 80
k

(a) Query distortion rate Q, under § =800

0.4
—— NWA
% CH-TDP
x L.
Q 0.3¥%" e
0.2

10 20 40 60 80
k
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(d) Frequent items query results under k = 80

Fig. 24 Frequent items query results with respect to OLDEN.
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