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Abstract A workflow authorization model based on role and task is first described. The basic idea of this
model is that roles and permissions are not connected directly but are put together by tasks. This is more
convenient for controlling and managing the granularity of permissions. And then an intuitive formal
language called RTCL is proposed which takes the model as context to specify workflow authorization
constraints based on role and task. RTCL uses system functions sets and variable symbols as its basic
elements and is proved to be equivalent to a restricted form of first order predicate logic called RFOPL on
semantics. Finally the expressive power of RTCL is demonstrated by showing how it can be used to

express a variety of constraints.
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Table 1 Time Constraint Expressed by RTCL
1 RTCL

Time Constraint RTCL Expression

Start-time Constraint of OE wt WT € task RH-role user OFE

Authorization s S = is_in az_ starttime
authorization RYct wt
getregion TT wt
End-time Constraint of OFE wt WT € task RH_role user OF
Authorization s S = is_in az_ endtime
authorization RYcT wt

getregion TT wt

4.2

SSOD
DSOD
HSOD .



Table 3 DSOD Expressed by RTCL
3 RTCL

DSOD Constraint RTCL Expression

1.Exclusive Type OFE w wuser RH_role wit; OE 1,
S wi; € AZyr=>cannot_do OE u
user RH_ role wit, OE t; S
wt;
2. Assertive Type OE u user RH_role wt; OE ti;
S wi; € AZnr= must_do OFE u
user RH_role wt; OE t;
wt
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2 RTCL
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Table 2 SSOD Expressed by RTCL
2 RTCL
SSOD Constraint RTCL Expression
1.SSOD-CR |RH.role OE w U NOE ¢ CR |<1
2.SSOD-CT |task RH_role OE w U (N OE
CT |<1
3.SSOD-CP | permission task RH_role OE u
U NOE ¢p CP |<1
4.SSOD-CU 1 Aluser OE ¢ CR N OE cu
CU |<1A |user OE r OE cr
CR NOE cu CU |=1
5. Another variationof 4 1 A OE r OE ¢ CR € RH_role
OE u;, OE cu CU =RH_role
OE w, OE cu CU NAO r
OE ¢ CR =0
Note 1 Represents the first expression SSOD-CR in table 2.
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Research Background

Workflow management systems are being widely used today by organizations to coordinate the execution of various applications
representing their day-to-day tasks. To ensure that these tasks are executed by authorized users a proper authorization mechanism
must be provided. Constraints specification is also an important aspect of workflow authorization. In this paper based on analyzing
the requirements of workflow authorization we introduce a workflow authorization model based on role and task which should be
very suitable for secure workflow distributed management and office automation. The basic idea of this model is that roles and
permissions are not connected directly but are put together by tasks. This is more convenient for controlling and managing the
granularity of permissions. Then an intuitive formal language called RTCL is proposed which takes the model as context to specify
workflow authorization constraints based on role and task and is proved to be equivalent to a restricted form of first order predicate

logic called RFOPL on semantics.
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