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A Typed Low-Level Language Used in Java Virtual Machine
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Abstract In the past ten years there has been a trend in the field of trustworthy computing building
high-assurance software system based on programming languages and compilers. The most obvious
advantage of these techniques is reducing trusted computing base of software system. Moreover the
language-based techniques are suitable to describe and verify fine-grained safety policies. Inspired by these
researches TLL is designed. It is expected to be a type-safe intermediate language used in the just-in-time
compiler of Java virtual machine. The work described in this paper is based on Intel ORP and aims at
building a smaller trusted computing base. Compared with JVML TLL is closer to the assemble language

and hence is convenient to encode high-level primitive efficiently. TLL type system is derived on
polymorphic typed lambda calculus which is expressive and general to encode various high-level language
features. For case study the self-application semantic one of the most important safety properties of
object-oriented language is expressed and assured. A prototype using TLL as intermediate language in the
just-in-time compiler can be granted as a starting point for building Java virtual machine with tiny trusted

computing base.
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TCB. Intel  Java
> open runtime platform ORP
TLL JIT TLL
ORP
JVML
JVML JVML,. 2
JVML, 3 TLL
typing rule 4
5
2 JVML,
JVML, JVML
1 JVML, JVML
JVML,
Java
JVML
“ public” .
Java
type preserving
Class File::= C super_class C
fields f; Type;
Methods m; Type; Body; "
Type::= Clint | void| Type *—Type
Body::= Inst ~
Inst: := pop| pop2 | dup | maths_op|iload|istore|if op |gotol|return|new
| invokespecial | getfield | putfield| invokevirtual
Fig. 1 Syntax of the source language JVMLO.
1 JVMLO
JVML
Freud 6 JVML,
JVML
3 TLL
TLL JVML

JIT
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TLL TLL JVML
halloc hread hwrite
JIT call invokevirtual
Java invokespecial .
TLL F TLL
system F 7 eopen
TLL
TLL
3.1 type coercion
2 TLL TLL TLL F
4 H E kind
R g ¢ a domain . T
I .HE R h x Row
T K>
2 K
b w ref Row—T. F-bounded
Va’gtl K.ly Elagtl
TLL K.ly rec @ k.t
Kinds k.= TI|Row| Code | k,—>k,
Types tii=alcel el Va<<t, k.t5lrec a k.t] Ja<
ty K.ty
Small Velue Types ¢ :i= woid | int | Va<<k.c; X X ¢, |relz
" null E|0( K.C
Register File T s o=V < - -
egister File Types I''i= Va k=<t. 7r ¢ ¢ Z/a w epack< [ w
Heap Value Types t= [ ¢f " o=+~ . ol K
1A . existentia ackage
Type Coercions &::= ¢ |roll°|unroll® | epack® ¢ v b g
Statements I'i= L T ‘g I z . TLL
Global Variants gil'=x c =wlx =Fn a X X¢, ¢l iso-recursive
Instructions ¢ii=hop r; v, wv,lassign v, vy |ljmp ¢ L|b_ . .
equi-recursive
conr L ¢t lcal r v ¢t o v, eopen
a r vlhalloc » v tl|hread »; r o |hwrite reca.t t rec a. Z/O(
r v, vyl halt roll  unroll
Operands v i=wlrlald v w=const| |8 w |ns F-bounded
[ii=off r:rl‘rz‘ 8
RegisterFile R::= ri—w, > w, :
Variables Tables Ell= 217w, T, w, TLL
Heap H:'= h, >b, h,—>b,
Heap Values b= 1 w, [, w, |code I r
Program P.'= HERI
Fig. 2 Syntax of target language TLL.
3.2
2 TLL
TLL
well-formed .
TLL TLL

. TLL
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1 E =x w . H
E x E x— h Rr H h>w R r—>w . | v |
w E’ E x E x R r w .
Table 1 Operational Semantics of TLL
1 TLL
P= HERg|lcI—>P
g=x c=w PP= HEU 2w R I
g=x=Fn a ;X X¢, ¢ 1 P'= H h—code 1 EU 2—h R I
¢ = assign v, v, If v,=rthenP = HE R r>w I
If vy,=xthenP = HE x>w R I w=|v,|
¢=hop r| v, v, P'= HE R r>w I where w=bop |v;| |v,l
¢=bconr L t If R r satisfies condition then P'= H E R I’ t/a
else = H E R I whereE L =hH h =code I’
c=cal r  t v, v, If H EU arg,—>w, arg,>w, O 1 tla
- H E'U arg,;>w] arg,~>w, R w’
then P’= H E' R r—>w I where w;=|uv;|
¢ =return r P'= HE R w where w=R r
¢=halloc r v I, ¢ L, c, P'= HU h— [, ns [, ns. E R r—>h 1
where | v| =sizeof [, ns L, ns
¢=hread r v [; P= HE R r>w, 1
where [v|=h H h = [, w, l; w; [, w,
¢ = hwrite v, r I, PP=Hh> 1, w, [ w [, w, ERI
where |v,[=h R r =w,
¢=eopen a r v P’= HE R r>w I t/la where |v|=epack’ t w
P—P’ TLL TLL 3.3
TLL TLL
. TLL
DD DI well-typed
halt TLL
H E R halt HE R v . 1
TLL 4
halloc » v [ A hy
cq L, c, | vl t h, t, v
Ly ¢y L, ¢, Xy X, €,
hread »; » [; B
hwrite r v [, r r.
TLL 4 . 1
TLL
eopen @ r v subtyping



Java

19
T 75 75 v B I ¢ I
79 () A W B F C 4 I
AT v B IV A Y BT ¢
TLL ¢
;
l;
2 + -
TLL 4 H 3
ER I P1 return halt.
2 4 3 3
3 2 14
4 I3 halt
A’ 19
Type and Subtyping Judgments
T1 ADey T AD <z Row >r H Dt H AD o<1, T6
Dint T AD It [, t, Row ADrefr T D null<<refz D refr<<refr A Drefr,<refr,
AD('?’QC}“’"’/ T for 1<i<<n I'=VYa<t k. r; t; rj t; [h=VYp<t k. r, t
m=nl]€ [ L, . ADcei<c, T T8 A a<t k f<t k¥ B Dy <tlaFp T9
AD 1 ! L, cm < [ c¢/: U, oo ADcef <cy A B YDIN<TI,
a k) AD ety =<t x,
A a kD<A o<, P <1, T10 as<f x AD <1, T11 a<<ty k1 AD1p<tin K T12
AD Ja<<s, k.t;<<TJa<s, k.1, ADrec a.t <rec .1, k ADVa<<ty . tp<Va<<t, .12 k;~>kK,
Program Judgments
DH Y WDE B ¥ B g c;gi=x; ¢;=w;
O wDPR I I W BU x; ¢; T woid D1 , Db, t;>t; Row orD>t; Code m ADc kA TDw ¢ P3
> HER g g, 1 DH= h—b, x W= h—>t, * A VTDar c=w ¢
A WDE BA ¥ BDg cgii=ax c=w P4 ADc; kAU a W BU f ;X  Xec,>c arg) ¢ arg, ¢, L O CDI s
A v DEU 27w BU =z ¢ A YDa=Fn a k ;X Xc¢, ¢l VYa k.c;X Xe¢,—>c¢
Value Judgements
ADt <<t kA ¥ B I'Dv ¢, Vi AW BTI'Dv it reca.tla V2 AW BTI'Dv reca.t V3
AW BTI'Dovt, AW B TDrll v reca.t A W B I'Dunroll v t reca.tla
AW B TI'Dv Ya<<t| .1, k, a €FV 1, ADE'< t'la t «
ADunroll t =t3ADt5<t, t'|a K, va AW BTI'Do tlat, Vs
AW BTIDot t,tla A ¥ B fDe/mckE“i\"‘” " v Ja<<t k.1,
Instruction Judgments
AW BTI'Dv ¢cA ¥ BTIDu ¢ AW B TIDr int A BDf oy X Xc,>c
AWV BIrc DI I A BDL I'ADI<I'A ¥ BT DI 2 AWV BT cDv ¢
AW BT ¢Dbopr v, vy, I AW BT cDbeonr L 1 A ¥ B I ¢Dreturn v
A BDL I"ADI<I" AW B I'Do int ADr<< [ f l; ¢} 1, ¢
A W BT c¢DI 14 A WY BT r=ref [; ¢, l, ¢, DI ISAWBFDr ref tA ¥ BT ry ¢ DI 16
AW¥Y BT ¢cDmpL I A W BT c¢bhalocr v [ ¢ L, ¢, 1 AW BT ¢bhread ry r {; 1
A BDx Ya<t’ k.c;X Xc¢,>cA W BTI'Do ¢ AY BTITDov Ja<<t k.t a&A
ADi<t’ kADc/<c¢;, tle A W BT rc DI o A a<t k BT r¢t DI 18 19
AW BT thealr o ¢ v v, A ¥ B I'Deopena r v I A W BT ¢Dhalt 1
Fig. 3 TLL static semantics.
3 TLL
TLL 1. preservation > P P
—p’ > P
TLL 2. progress > P
» PP p
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O HERhalt @ HE R v . AV BTIDosdak.ca®A
Aa<ck BILrc cDI self-unnack
AW BT cDunpack a » v I sell-unpac
self
TLL . . TLL
“ TLL . C
1 . . P Ob]TP( = self a T 7'(),_][ C rf a
DP P C rf a = 'Utb ref thT[)( a Zfz
P’ Type; .° * C 4 a
Type; C
4 object encoding Java

VibTpc=Va<ref C ,a T.

JVML, TLL TLL
TLL . Ly a Xt X X t,—>1 *
JVML, 1
self-application semantic TLL © this” F-bounded
! 9 1 . ObjTP.
TLL self a a
4.2
41 self
class Wind
superclass Object
fields weight int
methods play wvoid—> void
class Brass
superclass Wind
fields color int
""" League ! Glew * methods play wvoid—> void
Flint ~ TAL . adjust void—> void
F Brass Wind Wind
TLL . color adjust
Glew  self . play. Wind
self 2 Brass
self @« k. F ¢« =3a<F a «..a. F-
bounded ObjTpwig=sell @ Row. vtb ref play a—>
8 self pack void — weight int
unpack epack  eopen ObjTppes=sell a Row. wtb rel play a—
ADunroll ¢, = ,AD 1, <t t/a void adjust a—>wvoid weight int color int
AW BTIDov 7

self-pack

A W B I'Dpack™ " v self a k.t T10 Obj TP Brass << Obj T pwina
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Brass paly SML Java
4 TLL 1 unpack JVML
ro FLINT
T Brass A VML 2. TLL
3 JVML  TLL
a self-unpack . 4 PCC
unpack
Ay a Ay
A
A r PCC
a Java
unpack a JVML
JVML
1 a Brass
TCB
TLL I i T C A T During T Check TAL TLL
nstructions e Context urin; e-Chec
Ay Ii:F(] ro =sell a.ref 7;[17grcfy21ay a—> TAL
wid adjust a—>wid weight int color int TLL Java
unpack @ ry rog | A=Ay a<ref mtb ref play a— wvoid JIT . TLL TAL
adjust a—>woid  weight int color int TAL
T I'y=Ty r a
hread ro vy wtb | Ay=A, I'h=T, r rel play a—woid
adjust a—> void
hread 3 7y play| As=A, ['s=T5 ry a—>void
call r3 ry
Fig. 4 TLL instructions to invoke Brass. play. TLL
4 Brass.play  TLL
5
PCC TAL  FLINT ORP O3JIT
1/3.
TLL
TLL
Sun Java
JVML  javac JVML
6
Java
. TLL JVML
TCB

FLINT
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Research Background

The explosive growth of World Wide Web makes software penetrate every corner of the society. The safety and security
properties of software are more crucial than ever before. To increase software soundness it is an important approach for developers to
strictly specify reason and verify software based on programming language design. A popular view of trustworthy software is that
software and even operating system itself should be implemented on the basis of a safe and secure language and its runtime
environment. We have proposed a research on generating trustworthy software by combining the state-of-the-art logic-based and type-
based techniques. This research work is supported by the Natural Science Foundation of China under grant No. 60173049 and
No.60473068. As one part of this research we propose a scheme to build safer virtual machine based on a typed low-level language
TLL. This paper introduces TLL and gives its formal description. Refined type system helps preserve safety information from source
down to low-level code to support safety verification. A prototype is built by reconstructing Intel’ s JVM implementation ORP in
which the main part of JIT compiler is removed from TCB. Applying the refined type system and Hoare-style reasoning in the
verification of other parts of the runtime system e.g. garbage collector thread control module is our future work. When actually

accomplished a virtual machine with tiny TCB will be the basis of high-assurance runtime system.



