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Research of a Network Scan Detection Algorithm Based on the FSA Model
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Abstract Network scan is often the prelude of the network intrusion. Thus precise detection of the
network scan plays an important role in the pre-alert of the network intrusion. But the current scan
detection technologies are too simple and may be evaded by attackers easily. In this paper based on the
analysis of both the scan and detection technologies a detection algorithm called SBIPA FSA-based
intrusion pre-alert algorithm is proposed based on the FSA finite state automata model and the key
implementation technology is analyzed. The state transfer diagram is used to illustrate the network scan
packet series and three different mechanisms are designed to detect the scan event based on FSA.
Experiment reveals that this algorithm not only can detect the single type scan activity more precisely but
also can detect the unobvious scan such as distributed and multi-type mixed scan very well which can’ t be
detected by other detection technologies. It is believed that it eliminates the limitations of the current scan

detection technology and has an important research and practice value.
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global —cnt 3.4

T

3.3 SBIPA
StateSDL  state sequence description language
SBIPA StateSDL BNF
1. SBIPA. = |
void SBIPA Packet p [ * -
* | L=
ptrConnNode = FindConnection p | * - = |
%/ -
If ptrConnNode ==null | * . .= direction | server_ignore | protocol | tep_
% | flag| flag_mask | threshold| action | msg
ptrConnNode = NewConn p =
ptrConnNode —> curr_state = q
End If
TransConnState ptrConnNode p [ *
1 % | 2 1

If StateChangedFlag [ *
% | -
AppendToScanPkts ptrConnNode p

| * scan _pkts 2
* |
End If
Curr_State = ptrConnNode —> curr_state 1 2

If IsLeaf Curr_State |[*
* |
Curr_State —> match_cnt ++ | *
* |
SrclnfoNode = GetSourceNode ptrConnNode
SrcInfoNode —> scan_cnt ++ [ *

*/ 2
global cnt ++ | * * |
End If
CleanOldConnection | * * | 4
I Cuwrr_State —> match_cnt >= Cwrr_State —>
T, OR SrclnfoNode —> scan_cnt >= T OR 100Mbps 1
global cnt >=Tj; SPIBA PrelDS 5
alert
End If Nessus

Return PacketSender.
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1
Table 1 Common Scan Test Result !
1 2
SYN
No. Scan Type Scan Port Alert Times
1 TCP connect 1~256 68
2 SYN 1~256 90 2
3 FIN 1~256 153 3
4 Xmas Tree 1~256 333 4 1
5 Null 1~256 51 3 Xmas Tree
Table 2 Multi-Host Single Type Distributed Scan Test Result
2
No. Scan Host Scan Type Scan Port Alert
1 Hostl SYN 1~3
2 Host2 SYN 4~6 The leaf node mechanism alerts 2
3 Host3 SYN 7-9 times. The global mechanism alerts 1
4 Host4 SYN 10~12 time.
5 HostS SYN 13~15
Table 3 Multi-Host Multi-Type Distributed Scan Test Result
3
No. Scan Host Scan Type Scan Port Alert
1 Hostl TCP connect 1~3
2 Host2 SYN 4~6 The leaf node mechanism alerts 4
3 Host3 FIN 79 times. The global mechanism alerts 1
4 Host4 Xmas Tree 10~12 time.
5 Host5 Null 13~15
5
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Research Background

Network intrusion became more and more serious and brought heavy damages to the network-based business development during
the past ten years. Network scan is often the prelude of the network intrusion. Thus precise detection of the network scan can play an
important role in the pre-alert of the network intrusion. However the scan detection technologies nowadays are too simple and may
be evaded by attackers easily. Under this background we propose a detection algorithm called SBIPA based on the FSA finite state
automata model in order to detect the network scan more precisely. In this algorithm we use the state transfer diagram to illustrate
the network scan packet series and design three different mechanisms to detect the scan event based on the FSA. Experiment result
reveals that this algorithm not only can detect the single type scan activity more precisely but also can detect the unobvious scan such
as distributed and multi-type mixed scan very well which can’ t be detected by other detection technologies. This work eliminates the
limitations of scan detection technologies nowadays and can play a better role in the pre-alert of the network intrusion. Our work is

supported by the 863 High Technology Research and Development Program of China and the National Science Foundation.



