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Abstract IPSec and IP Filter are among the most important security modules of IPv6 routers. Similar to
the function of IP Filter the security-association query engine of IPSec also needs filtering and matching
the IP packages. The IP packages flowing inside the router could be filtered by IP Filter and IPSec for more
than once. Thus the method of deployment between the two modules will have direct influence on the
processing performance of IP packages. In this work the inter-relationship between the two security
modules is given in a perspective of router global security. Moreover a novel deployment approach is
proposed. Compared with the open-source IPv6 protocol stack KAME the improved processing
performance of IPSec is obtained and the negative influence of IP Filter on the IPSec is reduced.
Meanwhile the duplicated IP package filtering within the routers is reduced to improve the processing

performance of IP package.
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Fig. 1 The deployment approach of KAME. a The deployment approach on the IP output path and b The deployment
approach on the IP input path.
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Fig. 2 The deployment approach of 04 Solution. a The deployment approach on the IP output path and b The deployment
approach on the IP input path.
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Fig. 5 The delay of the' IP packets requesting IPSec protection” .
delay when the number of IPSec policy selector is fixed and b The influence of IPSec policy selector number on the
processing delay when the number of IP Filter rule is fixed.
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Fig. 6 The delay of the IP packets' not necessary to be protected by IPSec”. a The influence of IP Filter rule number on the
processing delay when the number of IPSec policy selector is fixed and b The influence of IPSec policy selector number
on the processing delay when the number of IP Filter rule is fixed.
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IPv6 router has two important IP security modules—IPSec and IP Filter. IP Filter is a usual security module used in routers

which provides the input and output admission control for IP packets.

IPSec is an IP security protocol suite and it provides various

forms of security guarantee. Similar to the function of IP Filter the security-association query engine of IPSec also needs filtering and
matching the IP packages. IP Filter and IPSec are a couple of IP processing modules in the IP paths of routers. The term IP path we
mention here is referred to the IP packet flow path within the routers. Since IP Filter and IPSec all filter the IP packets the IP
packages flowing inside the router could be filtered by the two modules for more than once. Thus the method of deployment between
the two IP security modules will have direct influence on the processing performance of IP packages. In this work the inter-
relationship between the two security modules is given in a perspective of router global security. Moreover a novel deployment
approach is proposed as well. Compared with the open-source IPv6 protocol stack KAME the improved processing performance of
IPSec is obtained and the negative influence of IP Filter on the IPSec is reduced. Meanwhile the duplicated IP package filtering
within the routers is reduced to improve the processing performance of IP package. This work is supported by the National Natural
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