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Abstract A new model—trusted distributed database server system TDDSS is presented in this paper.
This new model breaks the situation in which trusted computing is always applied in PC. It introduces
trusted mechanism from PC into distributed database server system DDSS . And this model helps to find
out a new application area for the trusted computing. Also set up are a complete model of TDDSS and the
layers of trusted-chain in trusted distributed database server system with trusted computing technology.
Trusted-chain presents assurance for the transfer of the trust. It transfers from the trusted root to the
interior of the system. Role-based mechanism which is recognized by more and more people is posed in
management in TDDSS. It defines a role for every client server and role-based mechanism proposes a more
flexible and scalable permission management model. At the same time the mechanisms of authentication
and log are improved in this system. Especially two-level of logs is used in TDDSS. It improves the
security and makes the information seeking much easier. In conclusion a complete model for the application
of trusted computing in computing systems is given. Furthermore the whole system model is evaluated with

mathematics method and its feasibility and efficiency are proved accurately.
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Table 1 The Hazard Coefficient of TDDSS
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Research Background

This project is sponsored by the Hebei Province Natural Science Foundation of China under grant No. F2004000133. The
project is mainly on trusted computing. Its mission is to assure that the computer system resource should be use only by the legal user
on the legal way and to avoid that the illegal user to make use of the system at will. Nowadays the work on the trusted computing
centralizes on PC. However this project imports trusted mechanism into distributed database server system for the first time.

In this paper we present a model of TDDSS and set up trusted third party for the system. Its aim is to make the trust transfer
from the trusted root to the whole system by the trusted-chain. Simultaneity mathematic way is employed to analyze the security and

the reliability of the system.



