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Abstract Mobile ad hoc networks MANETs are typical distribution networks which have unique
characteristics and constraints such as none centralized control dynamically changed network topology and
limited bandwidth. For the absence of fixed network infrastructure MANETSs are vulnerable to various
types of denial of service DoS attacks. The gray hole attack is a kind of DoS attacks. In this attack an
adversary silently drops some or all of the data packets sent to it for further forwarding even when no
congestion occurs. Firstly related works DSR protocol aggregate signature algorithm and network model
are introduced. Secondly a scheme based on aggregate signature is proposed to trace packet dropping
nodes. The proposal consists of three related algorithms the creating proof algorithm the checkup
algorithm and the diagnosis algorithm. The first is for creating proof the second is for checking up source
route nodes and the last is for locating the malicious nodes. Finally the efficiency of the proposal is
analyzed. The simulation results using ns-2 show that in a moderately changing network most of the
malicious nodes could be detected the routing packet overhead is low and the packet delivery rate is

improved after abandoning routes containing bad nodes.
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Table 3 Algorithm Comparison

Hash

3
Algorithm Need Cryptography Mechanism Encrypted Probing Packet Hop-by-Hop Ack  Bi-Direction Link
Watchdog/pathrater ’ No No Yes
acknowledgement/probing Yes Yes Yes Yes
DSR_Probe ? Yes Yes No Yes
Acknowledgements ' Yes Yes Yes
Our solution Yes No No No
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Table 4 ns-2 Parameters
4 ns-2 5.3
Parameter Value 10 CBR 6

Number of nodes 50 9 4
Simulation area m? 670 X670 ;

Simulation time s 100

Routing protocols DSR 035810 13 15 9 100

MAC type Mac/802_11
Propagation model

Movement model

Transmission range m 250
Maximum speed m/s 20
Pause time s 50
Traffic type CBR UDP
Packet size B 512
Packet rate pps 4

Types of attacks
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Research Background

Since DARPA’ s PRNET the area of routing in ad hoc networks has been an open research topic. However the availability and
efficiency of routing protocol strongly depend on the availability of security provisions among other factors. In the open collaborative
MANETS environment practically any node can maliciously or selfishly disrupt and deny communication of other nodes. In this
paper we focus on one type of DoS denial of service attacks namely gray hole attack. In this attack an adversary silently drops
some or all of the data packets sent to it for further forwarding even when no congestion occurs. Some researchers have proposed to
trace bad nodes by using watchdog/pathrater acknowledgements and probing but the effects are not satisfying. In order to trace
packet dropping nodes by using evidence we propose to use aggregate signature to locate malicious packet dropping nodes and the

simulation results using ns-2 show that this method is more effective than other related works.



